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This guide gives a short overview of the functions of the Customer Centre at
https://www.igl-center.com. The basic functions and menu items are shown in the form of
screenshots nd the individual functions are explained.

Registration

You will receive an invitation link to the e-mail address you have deposited with IGL Labor GmbH.
Clicking on the link in the email will take you to the registration process. You will be guided through
the process step-by-step and will need to assign a secure password as well as activate the two-factor
authentication.

Step 1: Email verification
You will receive an email with a link to verify your email address:

IGL Labor GmbH

Hello!

Please click the button below to verify your email address.
Y'Y

Verify Email Address

If you did not create an account, no further action is required.

Regards,
IGL Labor GmbH

"Verify Email Address" button, copy and paste
the URL below into your v ro http://localhost:8080/# /first-run/verify-em
ail?verification url=http%3A%2F%2Flocalhost%2Fapite2Femail %62 Fyerify262 F655%
2F520acb58608edb7ef056c75b60aeel06260340d1%3 Fexpiresds301688561465%2
ignature%%3D40673feff36634fcBb98c52c21a1badb619a06f359485ehd069162e6
bd15d

If you're having trouble clicking the

Figure 1: Verification email


https://www.igl-center.com/
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Clicking the button or pasting the link will take you to the registration process:

o Verify email address e Set login data o 2-Factor-Authentication (2FA) o Newslette

Verify email address

Your email address was successfully verified. )

Figure 2: Email verification

You will automatically be forwarded to the next point.

Step 2: Assign user name and password
In this step, you define your user name and your secure password.

9 Verify email address o Set login data a 2-Factor-Authentication (2FA) o Newsletter

Set login data
Hello Mr. Friedrichsen
welcome to the customer center of IGL Labor GmbH.

This is your first login, so please set your username and a strong password.

Username

Password ©
0

Password confirmation o

CANCEL SAVE

Figure 3: Set password

You will have to log in to the Customer Centre with the user name and password in future.
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The secure password must fulfil the following conditions:

Password rules

Your strong password should:

Be at least 8 characters long
Contain uppercase and lowercase
Contain numbers

Contain special characters (17$8#...)

X X X X X

Match with the confirmation

Figure 4: Password rules

The markings in front of the text serve as an indicator. These change when the corresponding
condition is fulfilled:

Password rules

Your strong password should:

Be at least 8 characters long
Contain uppercase and lowercase
Contain numbers

Contain special characters (17S§%...)

X L LA

Match with the confirmation

Figure 5: Password rules indicators

Step 3: Activate two-factor authentication (2FA)

In this step you activate the 2FA for your access to the Customer Centre. The 2FA is an additional
safeguard for your account in case your password is compromised. Each time you log in, you enter a
six-digit sequence of numbers in addition to your login data (e-mail address and password), similar to
a TAN in online banking.

Activating the 2FA is essential and a requirement for using the Customer Centre.

You can choose whether you want to receive the six-digit code by e-mail or by app:
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Q Verify email address Q Set login data o 2-Factor-Authentication (2FA)

2-Factor-Authentication (2FA)

A The two-factor-authentication is inactive. Choose one of the variants below.

CANCEL

Figure 6: Two-factor authentication

Select one of the two variants and click on the ACTIVATE 2FA button. A window will then appear for
you to enter the password you have just given. After entering the password, you will either receive
an e-mail with your code (e-mail variant) or a QR code will appear (app variant):

0 Verify email address Q Setlogin data o 2-Factor-Authentication (2FA)

2-Factor-Authentication (2FA)

CANCEL ACTIVATE 2FA

Figure 7: Two-factor authentication via app

If you prefer the app variant, we recommend the following apps for two-factor authentication:
Google Authenticator, Microsoft Authenticator or Authy. Simply search for "Authenticator" in your
App Store / Play Store.
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When you log in for the first time, scan the QR code with your authentication app on your
smartphone. You will then be shown the six-digit code which you enter in the fields below the QR
code. For subsequent registrations, no new QR code will be displayed. Here you still use your app, in
which the six-digit code to be entered for the respective use is displayed.

2 Account

[E3 Logout

It is still possible to change the two-factor authentication from app to email or from email to app
after the first login. This is done via "Settings" -> "Security" in the top right area of your account view.

Following the two-factor authentication, you will be shown recovery codes. Make a note of these
codes (e.g. copy them into a file) and keep them safe. These codes will allow you to log in if you ever
lose access to your device:

Recovery codes

XYNSnZ18Jec-mDUGtVIMS9
JiDFaDBMn3-eD1SocteAb
CCsnX28suN-fXInCO28jP
ujszKip61e-zBdRhnh1tK
tY8Zg0ynUW-iZmUILCelE
BsmrpzkjMv-rdKukcgelV
gKsTX7NpKb-htKuNb81B9

cZ75942JXp-h2S0XmcKQY

[J | have noted the codes and can access them at any time.

Figure 8: Back up recovery codes

Note: Forgotten your password?

If you have forgotten your password, you can click on the "Forgotten password" link on the login
page. There you enter your e-mail address and receive a link for resetting / reissuing your password.



